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Disclaimer
This document contains information that may be subject to change at any stage.

All code examples are provided "as is".
Copyright Intersoft Systems Ltd, 2020.
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Introduction
This document describes the steps to be taken to install and configure the finPOWER Connect
Web Services.

finPOWER Connect Web Services is a Web application that runs under Microsoft's Internet
Information Services (IIS) Web Server software.

Installation and configuration should only be undertaken by a network administrator who
should be familiar with both IIS configuration and network security.
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System Requirements
e Please ensure the PC onto which the Web Services are being installed has the following:

o Windows Server 2012 or above or Windows 7 or above for test purposes.
o The Microsoft .NET framework 4.8 or above.
o Microsoft Internet Information Services (IIS) version 6 or above.
X ASP.NET must also be installed (version 4 or above).
X A SSL certificate must be installed for production use.
e For the Web Services to function correctly, please also ensure:

o The finPOWER Connect database that the Web Services will connect to is available to the
Web Server.

X A SQL Server database must be used in production.
e Version 2008 or above.

e This should, if possible, be configured to use mixed mode authentication (SQL
Server and Windows Authentication mode).

e If this is not possible, a Windows domain account will need to be created for the IIS
Application Pool to use to access the database; this is outside of the scope of this
document.

X NOTE: MS Access databases should be used for test purposes only.

e The finPOWER Connect database must be licensed for the Web Services and Automation
Add-On and also the Enterprise Edition (which allows SQL Server databases to be used).

e Any sites wishing to consume the Web Services must have access to the Web Server either
via the Internet, Intranet, VPN or other method. Configuration of any of these is outside of
the scope of this document.

NOTE: The Microsoft licence required for running SQL Server for finPOWER Connect, including
Web Services, is outside of the scope of this document.

Contact your Microsoft dealer who can explain the best licensing options available for your site.

Installing IIS for Testing

These steps detail installation of IIS on a non-server version of Windows 7/8 and are provided
for testing purposes only.

In a non-testing environment (e.g. staging or production), this should be performed by a
network administrator with the relevant skills. See Production Setup and Configuration for
more information.

e Ensure you are logged into Windows as an Administrator.
e Option Control Panel and select Programs, Turn Windows features on or off.

o WARNING: Do not uncheck any options not shown as checked in the screenshots below
since they may have been configured by other applications)

e From the Windows Features dialog, ensure the following are selected (these may vary
slightly between different versions of Windows):

o Internet Information Services, Web Management Tools
X Ensure IIS Management Console is checked.
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ﬁ' Windows Features =NAS X )

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off,
clear its check box, A filled box means that only part of the
feature is turned on.
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. Internet Explorer 11
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. IS Management Service
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o Internet Information Services, World Wide Web Services, Application
Development Features

x Check all items except CGI.

-
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Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filled box means that only part of the
feature is turned on.
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o Internet Information Services, World Wide Web Services, Common HTTP
Features

x Check all items except WebDAV Publishing.
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Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off,
clear its check box, A filled box means that only part of the
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o Click OK to complete installation.
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Installing ASP.NET 4 and .NET 4.8

Installation of ASP.NET 4 is essential to ensure that all of the correct Application Pools are set
up under IIS and all of the necessary features installed that are required by the Web Services,
e.g. Microsoft MVC and Web API.

e Open a Windows Command Prompt as an Administrator.
e Type cd C:\Windows\Microsoft.NET\Framework\v4.0.30319\ and press Enter.
e Type aspnet_regiis.exe -ir and press Enter.

finPOWER Connect 3.4.1 and above targets the .NET framework 4.8. Therefore this must also
be installed on the Web Server hosting the Web Services:

e This can be downloaded from:
https://dotnet.microsoft.com/download/dotnet-framework/net48
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Windows Firewall Configuration for Testing

Installation of IIS for testing purposes (as detailed above) allows the Web Services to be
tested from the local PC but it is often desirable to test from another PC or device (e.g., an
iPhone or Android phone).

To allow this, you may need to configure the Windows Firewall as follows:

Open Windows Control Panel.

Select System and Security and then Windows Firewall.

Select the Allow a program of feature through Windows Firewall.
Ensure the World Wide Web Services (HTTP) is checked.

o Select the desired options, e.g., Domain and Home/Work (Private).
Click OK.

This should allow the Web Services to be accesed via the PC name, e.g.:
o http://MyPC/WebServices2

o NOTE: Some devices, e.g., Android phone, may have trouble resolving the DNS. In these
cases you may need to use the IP address of the PC, e.g.:

2 http://192.168.16.120/WebServices2

X You can find the IP address of a PC by opening a command prompt and typing
ipconfig and pressing Enter. Use the IPv4 Address.
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Setup File

e The Web Services are deployed as a zip file (finPOWERConnectWS3.zip). The latest
version can be obtained from Intersoft Systems.

e The zip file contains a Readme.htm file detailing the version and any Web Services-specific
Knowledge Base articles.

X NOTE: Since the Web Services use the finPOWER Connect business layer, most
additions and fixes will be listed in the Knowledge Base under finPOWER Connect and
not the Web Services.

e The zip file contains a finPOWERConnectWS3 folder which contains the entire Web
Services Web application.

e This setup file should be extracted to a folder on either the Web Server or some other
media which can then be used to copy the files to the Web Server, e.g., a USB flash drive or
network location.
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Web Server Time Zone
As at version 3.0.0.0, Time Zone support was added to finPOWER Connect.

Most dates with a time portion, e.g., Log dates are stored in UTC format in the database along
with Time Zone information.

Since a Web Server may exist in a different Time Zone to the user (or be configured to use a
different Time Zone), certain dates that are formatted server-side may appear in a different
Time Zone.

Generally, it is advisable that the Web Server hosting the Web Services is configured to use
the same time zone that the majority of Users reside in which is typically the Time Zone
defined under Global Settings in finPOWER Connect.
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New Installation
e Start the Internet Information Services (IIS) Manager.

o If you are using Windows 7, you can start this quickly by clicking the Start button and
typing IIS in the search box.

e Expand the computer node and then the Sites node in the Connections pane.

Connections

4 -Hﬁ PH-Z400 (intersoft\PH)
‘;r Application Pools

4. @ Sites
. Default Web Site

e Right-click on Sites, Default Web Site and select Add Application. The following dialog is
displayed:

Add Application (L2 [
Site name:  Default Web Site
Path:
Alias: Application pool:
ASP.MET v4.0 Select...
Example: sales
Physical path:
Pass-through authentication
LConnect as...
Cancel

o Enter an Alias for the application, e.g., finPOWERConnectWS3.
o Enter the Physical path (the folder where the Web application files will be stored):
2 Click the ... button.

X Create or locate a folder to store the files.
Generally you would create a folder in the c:\inetpub\wwwroot folder with the
same name as your Web application, e.qg.,
c:\inetpub\wwwroot\finPOWERConnectWS3.

X Ensure the ASP.NET v4.0 or .NET v4.5 Application Pool is selected or, create a new
Application Pool as described in the Application Pool Configuration section.

o Click the OK button.
o You have now created a Web application.

o Using Windows Explorer, copy the files from the setup's finPOWERConnectWS3 folder into
the new Web application folder.

e Select the new Web application node in the Connections pane of the IIS Manager.

e At this stage you should now be able to access the Web Services login form from a Web
browser, e.qg.,
http://localhost/finPOWERConnectWS3/WebAdmin/Login
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Allowing Access to Files in the App_Data folder

Configuration information is stored in the App_Data folder of the Web application. You must
ensure that the Web application has read and write to this folder.

e Locate the App_Data folder using Windows Explorer, e.g.,
c:\inetpub\wwwroot\finPOWERConnectWS3\App_Data.

e Right-click on the folder and select Properties and the click on the Security tab.

F M
| . App_Data Properties M

| General I Sharing | Security | Previous Versions Customizel

Object name:  C:hinetpubwwwroot \finPOWERConnect\Web'App

Group or user names:

[7CREATOR OWNER -
82, 5YSTEM [
!?[.—'ldmlnlstmors {PH-Z400" Administrators)

82 1 loare BH.FAMT loars)

< 10 ] ¢

To change permissions, click Edit.
Permissions for CREATOR
OWNER Allow Dery

Full cortrol
Modify
Read & execute =
List folder contents

Read

Write &

qu spﬁeclal permissions or advanced settings, Advanced
click Advanced.

e Click the Edit button.

r
. Permissions for App_Data ﬂ
Security

Object name:  C:hinetpub™wwwroot finPOWERConnectWebApp

Group or user names:

b/ CREATOR OWNER

2, SYSTEM

82, Administrators (PH-Z400' Administrators)
)

B2, Users (PH-Z400"Users)
B2,115_IUSRS (FH-Z400WIS_IUSRS)

2, Trustedinstaller

Pemissions for CREATOR

QOWNER Allow Deny
Full cortrol (=] (=] ol
Modify [ | |-
Read & execute = B |3
List folder contents = |
Read [} [} i

o You should see a group called IIS_USRS and it is this group that you must grant the
correct permissions to. Ensure that the following have the Allow box checked (checking
Modify should check all items listed below):

X Modify

1 Read & execute

x List folder contents
X Read

X Write
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Application Pool Configuration

o finPOWER Connect 3 targets the .NET framework 4.8. Therefore this must be installed on
the Web Server hosting the Web Services:

o This can be downloaded from:
https://dotnet.microsoft.com/download/dotnet-framework/net471

e Each Web site or Web application within IIS uses an Application Pool. To see which
Application Pool a Web application is using or change the application pool, click on the site
or application in the Connections pane of the Internet Information Services (IIS)
Manager and select Basic Settings in the Actions pane:

r 5
Edit Application (2
Site name:  Default Web Site
Path:
Application pool:
inPOWERConnectWS2 ASP.MET wvd.0 Select...
Example: sales
Physical path:
Chinetpub\wwwroot\finP OWERConnectWs2
Pass-through authentication
Lonnect as... | | Test Settings...
I OK l | Cancel ‘

o The Select... button allows a different Application Pool to be used.

e To view an Application Pool's settings or add a new Application Pool, click the Application

Pools node in the Connections pane of the Internet Information Services (IIS)
Manager.

o If other Web sites or applications are using the same Application Pool as your Web
application, it may be advisable to create a new Application Pool as follows:

X Right click the Application Pools node and select Add Application Pool....

Add Application Pool [ 2 [
Name:
.MNET Eramework version:
[.NET Framework v20.50727 -
Managed pipeline mode:
Integrated -
| Start application pool immediately
Cancel

X Give the Pool a name, e.g., finPOWERConnectWS3 and click OK.

o To edit the settings of an existing (including the newly added) Application Pool, right-click
the Application Pool in the Application Pools grid and select Advanced Settings...
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r 5
Advanced Settings @lﬂj

B (General) i
NET Framework Version va.0 ‘ ‘

Enable 32-Bit Applications  True
Managed Pipeline Mode  Integrated

Queue Length 1000
Start Automatically True

M |8 CcrPU
Limit 0
Lirnit Action MoAction
Limit Interval (minutes) 5

Processor Affinity Enabled  False
Processor Affinitv Mask 4204967295 S
Name

[name] The application pool name is the unique identifier
for the application pool.

| ok | [ cona |

X Ensure the following Advanced Settings are configured:
e .NET Framework Version: v4.0
o In Windows 8 and other, later, versions of Windows this is:
= _NET CLR Version: v4.0.30319 (or similar)
¢ Managed Pipeline Mode: Integrated
e Enable 32-Bit Applications: True
o Only required if testing against an MS Access database, otherwise, set to False.

e Edit the Basic Settings of your Web application and select the new Application Pool you have
just created.

IMPORTANT: If you are running finPOWER Connect Cloud and Web Services on the same
machine, ensure each is using its own, independent IIS Application Pool
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Updating an Existing Installation

This section assumes that all of the steps listed in the New Installation section were followed
when first installing the Web Services.

e Take a backup copy of your existing configuration files config.xml (and optionally,
config.redirect)in the App_Data folder.

e Use Windows Explorer to remove all folders under the existing Web Services Web
Application folder.

e Using Windows Explorer, copy the files from the setup's finPOWERConnectWS3 folder into
the Web application folder.

e Copy your backed up configuration files back into the App_Data folder.

e Ensure IIS has access to the App_Data folder as per the Allowing Access to Files in the
App Data folder section.

WARNING: Failure to take a backup copy of your existing configuration file will result in the
Web Services having to be re-configured.
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Enforcing HTTPS for Secure Access

When running a Web application dealing with sensitive data, it is important that users can only
access the site via the HTTPS protocol which encrypts data going to and from the application.

This means that a certificate must be installed under IIS.

The only situations in which you might not need to use HTTPS in a production environment
are:

e The Web Services are installed on the same physical server as the Web application using
them.

e The Web Services are on the same private network as the Web application using them and
the network has been configured so that only the Web server hosting the Web application
can view and access the Web Services server.
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Enforcing HTTPS from the Web Services Administration Facility

HTTPS access can be enforced from within the Web Services Administration facility as follows:
e Sign in to the Web Services Administration facility.

o For a new installation, the Web Administration User Id is webadmin and the Password is
password.

finPOWER
CONNEeCTIr

webadmin

Web Services Sign In

API Reference

This is not a secure connection. Itis
¢ recommended that you always use HTTPS to
access Web Services Administration.

e From the Configuration page, under the Other heading, select Change.

Database
Database: C:\development3.data\finDemo _NZ.mdb
User: admin, Administrator
Change
Other
Web Config: WSDEMO, Web Services
Pool Size: 10

Allow unsacure (HTTP) access?

Change

e Uncheck the Allow unsecure (HTTP) access box:
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Other Settings A X

Web Configuration
‘Web Config: \WSDEMO ~ | Web Services

Pool Size: 10

Security details

| Allow unsecure (HTTP) access?

®

e Click the Save button.

WARNING: The Save button will be disabled is the configuration file is read-only. This is
usually due to the incorrect Windows permissions being applied to the App_Data folder.

NOTE: This still allows unsecure (HTTP) access when signing in locally to the Web Server.
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Enforcing HTTPS from IIS
HTTPS access can also be enforced from within IIS as follows:
e Launch Internet Information Services (IIS) Manager.

e Locate and select the finPOWER Connect Web Services application in the Connections
explorer.

e Select the SSL Settings item.

r ~
Qi Internet Information Services (IIS) Manager = | (S |-
“
@ \/:J [@ » PH-HP » Sites » finPOWERConnectWs2 » | & = 5 @ -
File  View Help
Connections . Actions
@ finPOWERConnectws2 Home i
] Open Feature
-85 PH-HP (INTERSOFTMZ\ph
“ j = ([ . Z\ph) Filter: - Go %Show&ll Group by: _ 2l Explore
i Application Pools - Edit Permissions
a-[6] Sites ASP.NET = — —
. 0 Default Web Site 2 & N rW Edit Site
. =N 5 Py = -
+ /@ finP OWERConnectWs2 2 NFZ ¢ o Bindings...
NET NET .NET Error NET .NET Profile
Authorizat., Compilation Pages Globalization
= = ) it EE=
EV L] ;ﬁ EE
MET Trust  Application Cennection Machine Key Pages and Manage Web Site 2
Levels Settings Strings Controls 2 Restart
L & :
= B Stop
Session State SMTP E-mail
A Browse Web Site
i se %80 (http)
" _ 443 (https)
?é i&. %' [/} -EE:,_/ Advanced Settings...
ASP Authentic... Compression Default Directory Configure
Docurnent  Browsing -
Limits...
& = g &l Deploy -
Error Pages Handler HTTP ISAPIFilters  Logging :” Install Application From Gallery
Mappings Respon... \@ Export Application...
=L Ird _fat = Import Application...
oMl e 8§ o
4 o | 0 & Install Application From Gallery
MIME Types  Modules Output Request  ; S5L Settings | _
Caching Filtering @ Hep
Online Help
Management
= F N =
[ Fetres View ] Contt Vi
Ready e_i]
L

e Right-click SSL Settings and select Open Feature.

@ SSL Settings

This page lets you modify the S5 settings for the content of 3 Web site or application.
Require 551

Client certificates:
) Ignore
@ Accept

) Require

e Check Require SSL and under Client certificates, select Accept.

o NOTE: If this checkbox is disabled, you will need to install a certificate as outlined in the
next section.

e Click Apply in the Actions pane.

e Attempting to login using the HTTP protocol should now return a response similar to the
following:
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Server Error in Application
"FINPOWERCONNECTWS2"

Internet Information Services 7.5

r Error ' |

HTTP Error 403.4 - Forbidden

The page you are trying to access is secured with Secure
Sockets Layer (SSL).

r Detailed Error Information I

Module IIS Web Core Requested http://localhost:80/login
URL

Notification BeginRequest
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Installation of a Self-Signed Certificate for Testing

For testing purposes it is useful to be able to use HTTPS to access the Web Services.

Acquiring a 'real' certificate and configuring IIS to use this certificate should be left to a system

administrator. However, for testing purposes, a self-signed certificate can be used and this
section details creating and installing such a certificate.

Create a Self-Signed Certificate
e Launch Internet Information Services (IIS) Manager.

e Click the root node in the Connections explorer.

e Select the Server Certificates item.

Connection Machine Key Pages and Providers
Strings Controls
s
ok g 7
L & 9 o
ASp Authentic.. Compression  Default
Document

s &€ B @

Handler HTTP 15APTand  ISAPIFilters
Mappings Respon..  CGI Restri...

H o =

Modules Qutput Request
Caching Filtering

Management
BE & = O
Sy =
Configurat... Feature Shared Web

Editor Delegation Configurat..  Platfor...

Session State SMTP E-mail

A4

Error Pages

EE/-_,'
Directory
Browsing

8§

Legging  MIME Types

P
Xty
Worker

Processes

4| m

Ready

[=] Features View |73 Content View

r - 1
@ﬁ Internet Information Services (IIS) Manager — . = | B |
. - -
@\;} [93 v PH-HP » | & @ -
Eile  View Help
Connections - Actions
@) PH-HP Home :
¢ Open Feature
185 pH-
4 ﬂ P’H ol (FNT.ERSOFI'NZ\ph] Filter: - Go FL'I Show All | Group by: Area Manage Server
é:* Application Pools = Rectart
4.[@] Sites ASP.NET ol
o &0 Default Web Site = &+ & L
@ 3 < ¢ 3 .o
.NE_T .NI_ET ] MET Errar ‘NF_T ) MET Trust Appli_cation View Application Pools
Authorizat... Compilation Pages Globalization Levels Settings N
View Sites
) = @ o
w & 5 R & B Dese -

@J Export Server Package...
E Import Server or Site Package...

Change .MET Framework
Version

'@' Help I

Online Help

e Right-click Server Certificates and select Open Feature.

e In the Actions pane, select Create Self-Signed Certificate...
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-
Create Self-Signed Certificate

i.i-' Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

inPOWER Connect Web Services Test|

QK ] [ Cancel

Enter a friendly name, e.g., finPOWER Connect Web Services Test.
e Click the OK button.

IIS creates a new self-signed certificate, e.qg.

G.;J' Server Certificates

Use this feature to request and manage certificates that the Web server can use with
Web sites configured for 55L,

Mame ° Issued To

finPOWER Connect Web Services Test PH-HP.InterSoftNZ local
II5 Express Development Certificate localhost

Issued By

PH-HP.InterSoftNZ
localhost

Enabling HTTP Bindings for Web Services

e Launch Internet Information Services (IIS) Manager.

e Locate and select the finPOWER Connect Web Services application in the Connections
explorer.
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r
‘:ﬂ Internet Information Services (IIS) Maﬂ

@@ |° » PH-HP » Sites » finPOWERConnectWs2 »

Ready

E Features View |- Content View

File View Help
Connections . Actions
- ) (finPOWERCONnectws2 Home
-7 B Explore
85 PH-HP (INTERSOFTNZ\ph it Permissions
<4 - (INTE Z\ph) Filter - [0Ge - G Show All | Group by: _ [ERF I,
L= Application Pools - | Edit Site
4[| Sites ASP.MNET B .
: . . indings...
&%) Default Web Site = A F
€D finPOWERConnectWs2 2 Z 0 0= [E Basic Settings...
MNET MET MET Error MNET MET Profile s Applications
Authorizat., Compilation Pages Globalization F it il PR e T RTE
A = . )
L‘? |ab) v Manage Web Site ~
.NET Trust  Application Connection Machine Key Pages and € Restart
Levels Settings Strings Controls P Start
g @' B Stop
= Browse Web Site
Session State SMTP E-mail Browse *80 (http) I
i Advanced Settings...
s
" ~ " Configure
> =] 5;&) \% @, Limits...
ASP Authentic... Compression  Default Directory Deploy ()
Document  Browsing —~
[ Install Application From Gallery
@ = a | & Export Application...
Error Pages  Handler HTTP ISAPIFilters  Logging &/ import Application..
Mappings Respon... g” Install Application From Gallery
= M e '8 8 i |
4 LM Online Help
MIME Types  Modules Output Request 551 Settings
Caching Filtering
Management
= - i

&

In the Actions pane, under the Edit Site heading, select Bindings...

r
Site Bindings
-

- -

Type Host Mame Port P A
http 80 *

ddress Binding Informa..,

(B |
Add...
Edit...
Remove W
Browse
l

Click the Add... button.

Add Site Binding -
Type: IP address: Port:
https ~ | All Unassigned -~ 443
Host name
S5L certificate:
finPOWER Connect Web Services Test ~ ] View.
i
[ ok ][ concer |

Set the following:
o Type: https
o Port: 443
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o SSL certificate: finPOWER Connect Web Services Test
e Click the OK button.
e SSL has now been enabled for the Web Services.

e Since this is a self-signed certificate, you will receive a warning when navigating to the Web
Services Administration login page, e.g.

/. This is probably not the site you are
&5 Jooking for!

You attempted to reach localhost, but instead you actually reached a
server identifying itself as PH-HP.InterSoftNZ.local. This may be
caused by a misconfiguration on the server or by something more
serious. An attacker on your network could be trying to get you to visit a
fake (and potentially harmful) version of localhost.

You should not proceed, especially if you have never seen this waming
before for this site.

| Proceed anyway | | Back to safety |

P Help me understand

//ocalhost/login 2 ~ & || @& Certificate Error: Navigation...

<©

= Suggested Sites v a Get more Add-ons =

|© There is a problem with this website's security certificate.

i The security certificate presented by this website was issued for a different website's addi

Security certificate problems may indicate an attempt to fool you or intercept any data y¢
server.

We recommend that you close this webpage and do not continue to this website. |
@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

e Click the Proceed anyway button (Chrome) or the Continue to this website (not
recommended) link (Internet Explorer).

e Note that whilst you are testing with a self-signed certificate, the Web browser will display a
warning alongside the URL, e.g.

i ks //localhost:

i Certificate error
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Configuration

Configuration details are stored in the App_Data/config.xml file. Note that this file is not
included with the setup but is created when settings are first configured.

NOTE: See the next section, Centralised Configuration for Multi-Server Setups if you have
more than one web server.

An administration facility is provided to allow updates to this file.
The administration facility uses session state to keep the user logged in.
The Status page allows you to quickly see the current state of the Web Services.

Administration
26/05/2020 (UTC+12:00) Auckland, Wellington

t POOL [ STATISTICS ¥ CONFIGURATION [ LICENCE [ SUPPORT LoG

0 Web Services are running correctly.

NOTE: When a new Web Services installation is first performed, the configuration file will not
exist in the App_Data folder.

Upon first saving the configuration file, e.g., by setting Database Connection details, the IIS
application may restart resulting in a 401 error in the status bar. Simply sign out and sign back
in again if this happens.
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Centralised Configuration for Multi-Server Setups
By default, configuration information is stored in the App_Data/config.xml file.

If however you have more than one web-server, or are running a server farm, you may wish
to centralise configuration.

This is achieved by adding a config.redirect file to the App_Data folder.
If this file exists and contains text then this is used as the path of the configuration file, e.g.:

\\intersoft-nasl\data\webconfig\config.xml

Both the Web Services default page and the Configuration page show special information if a
redirected configuration is used:

finPOWER
CONNeCTr

ﬁ Centralised Configuration Enabled

@ Configuration is redirected to Wintersoft-nas1\data\users\ph\config.xml

Database

The "Servers" view allows you to see all Web Servers that are accessing the configuration file
as described in Multi-Server and Server Farms.
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Signing In to the Administration Facility

e Using a modern Web Browser (e.g., Google Chrome, the latest Microsoft Edge browser),
navigate to the /WebAdmin page.

e Sign in using a Web Administration User Id or webadmin and a Password password.

finPOWER
CONNeEeCTIr

webadmin

Web Services Sign In

API Reference

This is not a secure connection. It is
¢ recommended that you always use HTTPS to
access Web Services Administration.

o If this is a new installation of the Web Services, the Status widget's heading will be pink
and the widget will display a warning, e.g., "Configuration file does not exist."

o This warning can be ignored since the configuration file (App_Data/config.xml) will be
created as soon as any of the settings, e.g., the Database Connection) are first edited
and saved.

e Other warnings should not be ignored, e.g., if the App_Data folder has the incorrect
Windows permissions:

Administration

26/05/2020 {UTC+12:00) Auckland, Wellington

> sTaTus  EEVRTTE STATISTICS %3 CONFIGURATION UCENCE [T SUPPORT LoG

Configuration file is read-only.
L) -

= This may be due to Windows permissions on the folder in which the cenfiguration file is stored

~ %sts -

7 187 N
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Business Layer Pool
e The Status page shows an overview of Business Layer Pool activity in the form of three
gauges:

Administration
26/05/2020 m (UTC+12:00) Auckland, Wellington

#gPoOL  [FSTATISTICS ¥y CONFIGURATION LICENCE  [[] suprORT il LOG J

o Web Services are running correctly.

¢ More information about the business layer pool can be viewed from the Pool page:

Administration
26/05/2020 [ [ T 1Y (UTC+12:00) Auckland, Wellington

[P sTATUS m [F) STATISTICS 4 CONFIGURATION  [5] LICENCE [T} SUPPORT ELOGJ

Pool started 26/05/2020 10:41a.m.

C Refresh | | ) Restart Pool

Business Layers |

] Ereatedl ] Ehecl(edOl.l‘tlBy ILIRL Secs Cals' Adrrl'n]‘l’utalseslczhu‘.lusers QDS‘
1 26/05/2020 10:41:51 ' 26/05/2020 10:49:38 Admin [Web Administration facility] 0 ] 238 19.72 1 E
2 26/05/2020 10:41:53 0 ] 0.55 a E
3 26/05/2020 10:41:54 34 15 215 1
4 26/05/2020 10:41:56 ] 4] 0.55 0
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Database Connection

e The database to which the Web Services are connected can be configured via the
Configuration page or via the Database Settings menu item:

Database
Database: Ch\development3.data\finDemo_NZ.mdb

User: admin, Administrator

Change

e This displays the Database Settings form:

Database Settings

Database provider and Connection details |

Provider. MS Access (Jet 4)

File Name: C:\development3.data\finDemo_NZ_3.03.mdb
finPOWER Connect Credentials |

User Id: admin

New Password:

Database Password '

New Password:

E caqcel

o Database provider and Connection details
2 Always use SQL Server in a production (i.e., non-testing) environment.

e SQL Server should be configured to use mixed-mode security. The login credentials
can then be specified.

o If this is not possible then IIS will need to be configured to use an Application
Pool that specifies a Windows Domain user in order for the SQL Server to be
accessed.

o Using the SQL Server sa password is fine for testing on a local copy of SQL
Server but should never be used in a production environment.

e The Port is only necessary if SQL Server is listening on a non-standard port, i.e.,
not port 1433.

X For testing purposes, an MS Access database can be used but:

e The IIS Application Pool must be configured to 'Enable 32-bit Applications' as
detailed under Application Pool Configuration.

e The MS Access database must be at a location accessible to the Web Server, e.g.,
on the same PC in a C:\data folder.

o Because IIS does not (by default) use a Windows domain User Account, it will
not have access to any network drive mappings.

o finPOWER Credentials
2 Specify a valid finPOWER Connect User and their password.

X These credentials are used when initialising the business layer and also for an
administration tasks (e.g., maintaining Web Subscribers). They are also used for Client
access.
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Other Settings

e Other Web Service settings are configured via the Other section on the Configuration
page of the Other Settings menu item:

Other
Web Config: WSDEMO, Web Services
Pool Size: 15

Allow unsecure (HTTP) access?

Change

e This displays the Other Settings form:

Other Settings A X
Web Configuration
Web Config: \WSDEMO ~ | Web Services
Pool Size: 15

Security details

+" Allow unsecure (HTTP) access?

@ Cancel

o Web Configuration

X Specify the Web Configuration to use and the maximum number of objects that can
exist in the business layer pool.

e Web Configurations are defined within the finPOWER Connect Windows interface
under the Tools menu, Web, Web Configurations.

e A Web Configuration allows services to be configured for use from a Web Server as

opposed to using the Global Settings or User Preferences defined within finPOWER
Connect.

e See the finPOWER Connect Web Configurations section for more information.
o Security details

X Allows you to specify that unsecure (HTTP) access is allowed.

WARNING: Production systems should always use secure (HTTPS) access.

Accessing the administration facility from the Web server itself, i.e., via localhost, always
allows unsecure access.
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Web Subscribers

e Web Subscribers are external applications that require access to the Web Services. Each
external application must have its own Web Subscriber record to enable it to access the
Web Services.

e Select the Web Subscribers menu option.

Settings

[ Database Settings
%y Other Settings
Admin

Web Subscribers

e This displays a list of all available Web Subscribers records:

Web Subscribers ED

Web Subscribers

3 records defined. 2 active records.

Code Name Read-Only Active
. CC Client Connect v
.. DEMO Demonstration Web Subscriber v
.. TEST Internal Testing v

e From here you can add new Web Subscribers or edit existing ones without having to use the
finPOWER Connect Windows interface.

Web Subscriber

L1l (P White List

Code and Name

Code: DEMO ~ | Active?
Name: Demonstration Web Subscriber
Secret Key

SecrerKey: 1111111111111111111111111111111

Force Read-Only access

Farce Read-Only access for all Users?

Notes

For use in Web Service samples only.

Save Cancel
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Changing Administration Credentials
e From the User menu, select Administration Credentials.

& sign Out (webadmin)

¢ Administration Credentials

e You can change the Administration User Id from the default value of webadmin and also
update the password from the default of password.

Administration Credentials A X

Enter new Administrator credentials
Mew User Id: webadmin
New Password:

Confirm:

Update Credentials Cancel

WARNING: The menu option will be disabled is the configuration file is read-only. This is
usually due to the incorrect Windows permissions being applied to the App_Data folder.

NOTE: If you forget the administration credentials, you can reset them to the defaults

(webadmin and password) by manually editing the App_Data/config.xml file and removing the
following nodes:

WebAdminUserld
WebAdminPassword
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finPOWER Connect Web Configurations

The Web Services Administration facility allows a Web Configuration to be specified via the
"Other Settings" form.

Web Configurations are defined within finPOWER Connect and contain settings to use that
either replace or can be used to override any Global Settings defined within finPOWER
Connect.

For example, you may wish to use a different SMTP Server to send Emails from Web Services
(or, in turn, finPOWER Connect Cloud).

The Web Configurations form is available within finPOWER Connect via Tools, Web, Web
Configurations. The following sections detail some of the more common Web Configuration
settings.

Internet

This page allows overriding proxy server details to be used by Web Services. These will
override any Internet settings defined on either Global Settings or User Preferences:

@ Web Configurations EI@
WSDEMO: Web Services

Web Services

WSDEMO e o Connection details for Internet access.
E}ﬂ _/‘+ b4 Proxy Server: |

D General Port:

.

[ smTP

D Documents Password:

D Addressing Use Global Default Proxy?
Matorieh Other Internet options.

L!Illltles S Timeout (secs): —

E Export

g Import

NOTE: The "Use Global Default Proxy?" setting has nothing to do with Global Settings. It
refers to the globally defined Windows Proxy Server settings.
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SMTP
An SMTP server must be configured to enable Emails to be sent via Web Services.

@ Web Configurations EI@
Web Configurations

WSDEMO i o Specify an SMTP server for outgoing mail.

,9 ﬂ + | Override SMTP details defined on Global Settings and User Preferences? :
D General SMTP Server:

[ Internet Port: T
[j Ll User Name:

j Documents

D Addressing Password:

@ MatorWeb Verify connection.

Utilities A Werify

Export
E Import

By default, the currently signed in User's User Preferences will be used to determine the SMTP
Server to use. If these are not defined, the SMTP settings defined under Global settings will be
used.

SMTP Server details can be overridden, e.g., the Web Server hosting the Web Services might

also have its own SMTP Server installed which would be more efficient (and secure) to use
than an externally hosted SMTP Server.

WARNING: Certain external SMTP Servers may be configured to only allow Emails to be sent
from the currently signed in User which can make sending Emails from a standard business
Email address problematic.

Microsoft Office 365 is one such example.
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Document Manager

By default, no Document Manager functionality is available to Web Services. A Web
Configuration MUST be used to enable Document Manager functionality such as accessing an
Account's files.

@ Web Configurations EI@

WSDEMO: Web Services

Web Services
WSDEMO =~ 0 Folder to store Reports and other files generated from Web Services. "
E} Iﬂ il d 'l' X Reporting Path: Ic:\TempReporting

D General

Web Services Document Manager Source.
D Internet
D SMTP Source: UMC Path -

[ Addressing th: \MyServer\DocMan
MotorWeb

Utilities A
E3 export
E Import

JNC Pa

For Web Services to access the Document Manager, a UNC path must be specified.

This UNC path must be accessible by the IIS Application Pool. This may mean that IIS may
need to be configured to run in the context of a Windows User. This is configured via the
Application Pools, Advanced Settings form in IIS:

Advanced Settings ? X
Queue Length 1000 [
Start Mode OnDemand

v CPU

Limit (percent)
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294867293

Processor Affinity Mask (64-bit ¢ 4294967295
~ Process Model
Generate Process Model Event L

Idle Time-cut (minutes) 20
ldle Time-out Acticn Terminate
Load User Profile True

Maximurm Worker Processes 1

Ping Enabled True

Ping Maximum Response Time ) 90

Ping Pericd (seconds) 30 W
Identity

[identity Type, username, password] Cenfigures the application pool to run
as built-in account, i.e. Application Pool [dentity (recormmended), Network
Service, Local Systemn, Local Service, or as a specific user identity,

oK Cancel

The Process Model, Identity field allows a Windows User to be defined:
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Application Pool Identity ? *

(®) Built-in account:

ApplicationPoolldentity ~

(O) Custom account:

NOTE: Configuration of IIS Application Pools and security is outside of the scope of this
document; always use a qualified Network Engineer.
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Production Setup and Configuration

When moving to a production environment, setup of the Windows Server hosting the Web
Services must be performed by a qualified network administrator familiar with the installation

and configuration of Windows Server, IIS and network security.
This section provides information that might prove useful when setting up and configuring the
finPOWER Connect Web Services for production use.

NOTE: This section is provided for informational purposes only and not as a guide for setting
up a Web Server for use in a live, production environment.
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IIS Configuration

IIS Installation and configuration under Windows Server is quite different from desktop
Windows and is outside of the scope of this document however, this section provides
information on what the finPOWER Connect Web Services require from IIS; other applications
running on the Web Server may require other options.

All screenshots are from the Windows Server 2012 Add Roles and Features wizard from the

Server Roles and Features pages.

Select server roles
Before You Begin
Installation Type

Server Selection

Features

Select server roles

Before You Begin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server.

Roles

4 [H] Web Server (IIS) {15 of 43 installed) ~
4 [M] Web Server (14 of 34 installed)

Default Document (Installed)
[] Directory Browsing

[] HTTP Errors

Static Content (Installed)

[] HTTP Redirection

[[] WebDAV Publishing

[®] Health and Diagnostics (4 of 6 installed)
[®] Performance (1 of 2 installed)

[m] Security (3 of 9 installed)

4
3
4
| [®] Application Development (4 of 111

b [ FTP Server
b [M] Management Tools (1 of 7 installed) L |
[[] Windows Deployment Services

< [ [[>

DESTINATION SERVER
DEV-2012-115

Description

Common HTTP Features supports
basic HTTP functionality, such as
delivering standard file formats and
configuring custom server
properties. Use Common HTTP
Features to create custom error
messages, to configure how the
server responds to requests that do
not specify a document, or to
automatically redirect some requests
to a different location.

<Ereviuus|| MNext > | |

Install | | Cancel

Select one or more roles to install on the selected server.

Roles

4 [H] Web Server (IIS) (15 of 43 installed) Ll
4 [H] Web Server (14 of 34 installed)

DESTINATION SERVER
DEV-2012-115

Description
Security provides infrastructure for
securing the Web server from users

and requests. |15 supports multiple
thentication methods. Pick an

b [M] Commen HTTP Features (2 of 6 installed)
| [m] Health and Diagnostics (4 of & installed)
| [H] Performance (1 of 2 installed)

urity

Request Filtering (Installed)
Basic Authentication (Installed)
[[] Centralized S5L Certificate Support
[[] Client Certificate Mapping Authenticatic
[] Digest Authentication B
[] 1S Client Certificate Mapping Authentic|
IP and Domain Restrictions (Installed)
[] URL Autharization
[] Windows Authentication

i [H] Application Development (4 of 11 installed] v

< | [ | >

appropriate authentication scheme
based upon the role of the server.
Filter all incoming requests, rejecting
without processing requests that
match user defined values, or restrict
requests based on originating
address space.

[<previous | [ Newt> | |

Install | | Cancel
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Select server roles

Before You Begin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server,

DESTIMATION SERVER
DEV-2012-115

Roles Description
= B il |~ Application Development provides
[] Health and Diagnostics (4 of & installed) infrastructure for developing and
[8] Performance (1 of 2 installed) hosting Web applications. Use these
. R features to create Web content or
[H] Security (3 of 8 installed) extend the functionality of IIS. These
IORApplicati nent (4 of 11 installed] technologies typically provide a way
] .NET Extensibility 3.5 to perform dynamic operations that
NET Extensibility 4.5 (Installed) LT:;S”;:E;’:?{:::;:ET&O -
O Application Initialization client requests.,
[ asp ]
[] ASP.NET 25
ASP.NET 4.5 (Installed)
O cal =
ISAPI Extensions (Installed)
ISAPI Filters {Installed)
[1 server Side Includes 1
[[] WebSacket Protocal
b 1 FTD Sarer v
< ] []>
< Previous | | MNext = | | Install | | Cancel

Select features

Before You Begin
Installztion Typs
Server Selection

Server Roles

DESTINATION SERVER
DEV-Z012-I15

Select one or more features to install on the selected server,

Features

Description

I [] NET Framewaork 3.5 Features

.NET Framework 4.5 (Installed)
ASP.MET 4.5 (Installed)
[ [M] WCF Services (1 of 5 installed)
I [] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Netwark Unlock
[] BranchCache
[ Client for NFS
[] Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[] Failover Clustering
[[] Group Policy Management
[] 115 Hostable Web Core

.NET Framework 4.5 provides a
comprehensive and consistent
programming model for quickly and
easily building and running
applications that are built for various
platforms including desktop PCs,
Servers, smart phones and the public
and private cloud.

<

Install

| | Cancel
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Security

In addition to ensuring that the Web Services are always called via a secure, HTTPS
connection, the network administrator configuring the Web Server should also consider the
following (configuration or which is outside of the scope of this document):

IP Address Restrictions

If the applications requiring access to the finPOWER Connect Web Services reside on servers
with static IP addresses, IP Address Restrictions can be added in IIS to prevent servers other
than these from accessing the Web Services.

This is performed via through Internet Information Services (IIS) Manager via,
depending on the version of IIS, either:

e IPv4 Address and Domain Restrictions
e IP Address and Domain Restrictions

NOTE: If this tool is not available then it will need to be enabled from the Add Roles and
Features wizard (or, in a non-Server version of Windows, the Windows Features tool described
earlier in this document).

Firewall

Ensure the Web Server has a firewall installed and configured and that this firewall allows
HTTPS (and, if necessary, HTTP) access to the Web Services.
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Immediate Application Startup

By default, Web Services will only start upon the first request being received.

This can lead to a startup delay, particularly when the business layer pool is being populated

with several entries.

IMPORTANT: If running Scheduled Processes, it is imperative that your Web Server is running

for this processing to take place.

You can however enable IIS Application Initialization as detailed at:

https://docs.microsoft.com/en-us/iis/get-started/whats-new-in-iis-8/iis-80-application-

initialization
The following steps are required:

1. Enable the IIS Application Initialization feature

a.
Roles and Features":

T Server Manager

= SERVERS
Dashboard m All servers | 1 total

From Server Manager, select IIS and then, from the Manage menu, select "Add

Manage Tools View

Add Roles and Features

Remove Roles and Features

Help

Add Servers

B Local Server

Filter

All Servers

File and Storage Services P Manageability

b. Install the "Application Initialization" Server Role:

Create Server Group

Server Manager Properties

Windo

Last Update

= Add Roles and Features Wizard

Select server roles
Before You Begin Select one or more roles to install en the selected server.

Installation Type Roles

Server Selection || Remote Access
[[] Remote Desktop Services
[[] Volume Activation Services
4 [W] Web Server (II5) (12 of 43 installed)
4 [W] Web Server (11 of 34 installed)
I W] Common HTTP Features (2 of 6 installed)
I (W] Health and Diagnostics (1 of 6 installed)
I W] Performance (1 of 2 installed)
I [m] Security (3 of 9 installed)
4 [m] Application Development (4 of 11 installed
[ .NET Extensibility 3.5
I stensibility 4.6 {Installed)
-; Application Initial'uatio
|| Asp
[ ASP.MET 3.5
~ ASPINET 4.6 (Installed)
[ cal
+ ISAPI Extensions (Installed)
/| ISAPI Filters (Installed)

Confirmation

DESTIMNATION SERVER
Dev-Wet

Description

Application Initialization perform
expensive web application
initialization tasks before serving
web pages.

Cancel

Install

2. Ensure the Application Pool is always running

a. The Application Pool that Web Services are using should have a "Start Mode" set to
"AlwaysRunning". This is set under the Application Pool's Advanced Settings dialog:

Page 43 of 52


https://docs.microsoft.com/en-us/iis/get-started/whats-new-in-iis-8/iis-80-application-initialization
https://docs.microsoft.com/en-us/iis/get-started/whats-new-in-iis-8/iis-80-application-initialization

Advanced Settings ? had

v (General) A
.MET CLR Version va.0
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated
Mame DefaultAppPool
Oueue | ength 1000
| EE S :ysRunning v
~CF0
Limit (percent) ]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (B4-bit ¢ 4294967295
~ Process Model

Generate Process Model Event L

Identity Administrator

ldle Time-out (minutes) 20

Idle Time-out Action Terminate v
Start Mode

[startMode] Configures application poel to run in On Demand Mode or
Always Running Mode

oK Cancel

3. Modify the applicationHost.config file

a.
b.
C.

Run Notepad as an Administrator.

Load the applicationHost.config file from %WINDIR%\SYSTEM32\INETSRV\CONFIG

Locate the <sites>, <application> entry for Web Services and add a
preloadEnabled="true" attribute:

j applicationHost.config - Notepad — m}
File Edit Format View Help

<centralBinarylLogFile enabled="true" directory="%SystemDriveX\inetpub‘\logs\lLogFiles" />
<centralW3CLogFile enabled="true" directory="%SystemDriveX\inetpub‘\logs\lLogFiles" />
</log>

<site name="Default Web Site" id="1" serverfutoStart="true">
<application path="/"»
<virtualDirectory path="/" physicalPath="%5ystemDriveX\inetpub\wmiroot” />
</applications|

<application path="/finPOWERConnecthS3" applicationPool="DefaultAppPool” preloadEnabled="true">»
<virtualDirectory path="/" physicalPath="C:\inetpub\wwroot\finPOWERConnecthS3" />
< /applications>

<bindings>
<binding protocol="http" bindingInformation="%:8@6:" />
</bindings>
</site>
<siteDefaults>
<logFile logFormat="W3C" directory="%SystemDrive¥\inetpub\logs\LogFiles" />
<traceFailedRequestslogging directory="%SystemDrive®\inetpub\logs\FailedReqlogFiles™ />
</siteDefaultss>
<applicationDefaults applicationPool="DefaultAppPool" />
<virtualDirectoryDefaults allowSubDirConfig="true" /»

4. Restart the Web Server
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Multi-Server and Server Farms
The centralised configuration section details maintaining a LAN-based configuration file when
using more than one web server.

This simply defines a config.redirect file to the App_Data folder which holds the UNC path of
a centeralised configuration file, e.g.:

\\intersoft-nasl\data\webconfig\config.xml

When enabled, the default Web Services page shows a special icon and message:

finPOWER
CONNeEeCTr

ﬁ Centralised Configuration Enabled

To allow centralised configuration, the config.xml file must be updateable by all web servers.
This might involve using a Windows User for the Web Services Application Pool to run under,
something that will probably have been configured anyway if you want to use a LAN-based
Document Manager folder.

NOTE: It is also recommended that the folder containing the config.xml file has permissions to
allow each of the web servers to read, update and create files.

This allows a 'heart beat' file to be created and updated by each web server.

IMPORTANT: When running multiple Web Services, ensure each is set to immediately startup
as details in the Immediate Application Startup section.
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Monitoring Multiple Web Servers

When a centralised configuration file is being used, all Web Servers accessing this will write a
"heartbeat" file to the folder containing the configuration file.

This allows the Servers view of the Web Services Administration facility to show details of all
Web Servers, e.g.:

servers

DATABASE |
Wy,

ﬁi Configuration is centralised at WDEV-NAS1\Data\config.xml

c Refresh

Web Servers 1/

Web Server Database

Pool Count Pool Max Requests RPM CPU% Mem Used %

| [prexesoeskior | isaiservemnPoweRConnect Webservices 3.t@sqzvzss | 4 10 2| 3 2 e
10 4] 68

2 @ DEv-ws1 10 13,049 9
3 @ peEvws2 10 10 436 15 1 70
+ @ DEv-ws3

4 10 737 34 12 75

Any Web Servers showing in red may mean there is an issue with this Web Server since its
"heartbeat" file is out of date (more than 2 minutes old).

This may simply be because the Web Service has not received a request since starting (or

restarting its Application Pool). This can be addressed by following the steps in the Immediate
Application Startup section.
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Troubleshooting

Cannot View IIS Application remotely
The following message may be displayed after first installing Web Services:

The current custom error settings for this application prevent the details of the application
error from being viewed remotely (for security reasons)

This may indicate the Web Services causing an internal error that cannot be displayed on the
remote browser.

To trouble-shoot this, navigate to the Web Services from a Web browser installed on the Web
Server.

This allows the actual error to be displayed, e.g.:

Configuration Error
Description: An error occurred during the processing of a configuration file required to service this request. Please review the specific €

Parser Error P The ‘targetf ' attribute in the <compilation= element of the Web.config file is used only to target vers
version of the NET Framework, or install the required version of the .NET Framawork.

Source Error:

Line 38: <customErrors mode="0ff" />

Line 31: <httpRuntime targetFramework="4.5" requestPathInvalidCharacters="" />
Line 32: <compilation targetFramework="4.6.1" />

Line 33: <!--<authentication mode="Forms">-->

Line 34: <authentication mode="None">»

Source File: Ciinstpublwwwrootidemo.interzoft co.nz\inPOWER ConnectWS3\web.config  Line: 32

version Information: Microgoft NET Framework \Yersion'4 0.3031% ASP.NET Version 4.0.30319 34280

This particular error is explained in the next section.

The 'targetFramework' attribute in the <compilation> element of the
Web.config file is used only to target version 4.0

finPOWER Connect 3 targets the .NET framework 4.6.1.
Therefore, the IIS Application Pool used by Web Services must also use this version.
This is covered in the Application Pool Configuration section.

Failed to acquire business layer using an MS Access database
A message similar to the following may be displayed when using an MS Access database.

This occurs when running on a 64-bit version of Windows when the Application Pool is not
configured to Enable 32-bit Applications.
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Message from webpage

A 1Y

Failed to Initialise Business Layer.

Failed to acquire business layer.

Failed to open Database

‘Chinetpubiwwwroot\finP OWERConnectWs2\App_Data\finDemo_NZ 2
03.5.mdb",

Failed to open Database,

Failed to initialise Database connection.

The 'MicrosoftJet. OLEDB4.0' provider is not registered on the local
machine,

Reasons for this include:

1. Microsoft Jet drivers are not installed on this computer.

2. Windows is running in a 64 bit process. See Technical Support Bulletin
1030, http://www.interseft.co.nz/Support/T5B.aspx?id=TS5B1030.

System.ApplicationException: The 'Microsoft.Jet. OLEDB.4.0" provider is
not registered on the local machine,
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403 - Forbidden: Access is denied

This message might appear when viewing the Login page of the Web Administration facility.
This might be due to the following:

Page is being accessed by HTTP rather than HTTPS

In the Web Administration facility, Settings, Other Settings, Security, the option to Allow
unsecure (HTTP) access might be unchecked. This means that attempting to sign in from
anything but a Web browser running on the Web Server itself will be denied.

Usually, the page below will be displayed:

finPOWER Connect Web Services are configured to only allow
secure (HTTPS) access

To configure Web Services, you must either connect via HTTPS or use a Web Browser running
directly on the Web Server.

But, in certain configurations, IIS may deliver a generic error page such as this:

Server Error

403 - Forbidden: Access is denied.

You do not have permission to view this directory or page using the credentials that
you supplied.

Timeout when Authenticating Client

A timeout error when attempting to authenticate a Client via the
Authentication/AuthenticateClient service may be due to the following:

Misconfigured Address Database

If the Address database being used by the finPOWER Connect business layer is not available,
attempting to connect to it may cause a time out.

This may be an issue when attempting to authenticate as a Client since the response from this
service includes formatted Branch address details which involves accessing the Addressing
interface which will always attempt to initialise a connection to the Address database when first
accessed.
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Server Error: <compilation targetFramework="4.5" />

If the .NET framework version 4.5 is not installed on the Web Server, an error similar to the
following will be shown:

Configuration Error

Description: An error occurred during the processing of a configuration file required to service this reguest. Please review the specific error details below and modify your configuration file
appropriately.

Parser Error Message: The targetFramewsork’ attribute in the <compilation= element of the Web.config file is used only to target version 4.0 and later of the NET Framework (for example,
"zcompilaticn targetFramework="4.0""). The targetFramework’ attribute currently references a version that is later than the installed version of the .NET Framework. Specify a valid target version
ofthe MET Framewerk, or install the required version ofthe NET Framework

Source Error:

Line 16: <system.web>

Line 17: <httpRuntime targetFramework="4.5" requestPathInvalidCharacters="" />
Line 18&: <compilation targetFramework="4.5" />

Line 19: <! --<authentication mode="Forms"»--»

Line 20: <authentication mode="None">

To resolve this:
e Download the .NET Framework 4.5 from Microsoft and install it:
o https://www.microsoft.com/en-nz/download/details.aspx?id=42643

e Ensure ASP.NET is installed correctly as detailed in the Installing ASP.NET 4 section.

e Check the Application Pool used for the Web Services is configured correctly as detailed in
the Application Pool Configuration section.

Page 50 of 52


https://www.microsoft.com/en-nz/download/details.aspx?id=42643

Slow Requests/ Slow Initial Request

Web Services use the finPOWER Connect business layer which is a "stateful" object, i.e., it
maintains information such as global collections between requests.

Therefore, initialising the business layer can be an expensive (i.e., slow) process, particularly
for databases with large global collections such as External Parties.

This is why the Web Services use a Business Layer Pooling mechanism.

Certain actions can cause the finPOWER Connect business layer to be dropped from the
Business Layer Pool, e.g.:

e A fatal error occurs on the business layer, e.g., a connection with the database was lost.

e As of version 3.00.00, any changes to global collections, global settings or permissions will
cause the business layer to be dropped from the pool.

o This ensures that Web Services always have the most up-to-date information in memory
and that any security changes are enforced immediately.

Certain actions can cause the entire Business Layer Pool to be restarted, e.g.:
e IIS may recycle the Application Pool under which the Web Services are running.

o By default, this will occur every 1740 minutes (29 hours) and helps with any memory
leakages that may occur in Web applications.

o However, if the Application Pool is set to recycle regularly, e.g., every 20 minutes (or
after 20 minutes of inactivity), this could have performance implications.

Application Pool recycling and idle timeout is administered via the "Internet Information
Services (IIS) Manager", Advanced Settings dialog for the Application Pool under which Web
Services is running, e.g.:

Advanced Settings ? x Advanced Settings ? x
Enabled False ~ Limit Action MNoAction ~
Executable Limit Interval (minutes) 5
Executable Parameters Processor Affinity Enabled False

* Rapid-Fail Protection Processor Affinity Mask 4294967295

"Service Unavailable" Response ™ Httplevel Processor Affinity Mask (64-bit ¢ 4254567285
Enabled True ~ Process Model
Failure Interval (minutes) 5 Generate Process Model Event L

Maxirmum Failures 5 Identity ApplicationPoolldentity

Shutdown Executable Idle Time-out (minutes) 20

Shutdown Executable Parameter ldle Time-out Action Terminate
v Recycling Load User Profile True

Disable Overlapped Recycle False Maximum Worker Processes 1

Disable Recycling for Configurat False Ping Enabled True

Generate Recycle Event Log Entr Ping Maximum Response Time | 30

Private Memory Limit (KB} 0 Ping Period (seconds) 30

I Regular Time Interval (minutes) 1740 I Shutdown Time Limit (seconds) 0

Request Limit 0 Startup Time Limit (seconds) 90

Specific Times TimeSpan[] Array * Process Orphaning

Virtual Memary Limit (KEB) 0 Enabled False

v Executable v

Idle Time-out (minutes) Idle Time-out (minutes)

[idleTimeout] Amount of time (in minutes) a worker process will remain
idle before it shuts down. A worker process is idle if it is not processing re...

oK Cancel

[idleTimeout] Ameunt of time (in minutes) a worker process will remain
idle before it shuts down. A worker process is idle if it is not processing re...
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X509Certificate Error using MotorWeb or PPSR G2B

Custom Web Services attempting to access MotorWeb or the PPSR G2B services may fail with
an error relating to an 'X509Certificate’, e.g.:
at

System.Security.Cryptography.CryptographicException.ThrowCryptographicException (
Int32 hr)

at
System.Security.Cryptography.X509Certificates.X509Utils. LoadCertFromBlob (Bytel[]
rawData, IntPtr password, UInt32 dwFlags, Boolean persistKeySet,
SafeCertContextHandle&amp; pCertCtx)

at
System.Security.Cryptography.X509Certificates.X509Certificate.LoadCertificateFro
mBlob (Byte[] rawData, Object password, X509KeyStorageFlags keyStorageFlags)

at
System.Security.Cryptography.X509Certificates.X509Certificate2..ctor (Bytel]
rawData, String password)

at Intersoft.ISRuntime3.ISWebUtilities.GetCertificateFromBase64String (String
certificateText, String certificatePassword, X509Certificatel2&amp; certificate)

To resolve this, update the 'Load User Profile' setting on the Application Pool to True:

Advanced Settings ? x
CQueue Length 1000 ~
Start Mode OnDemand

~ CPU

Limit (percent) 0
Limit Action Mohction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204067205

Processor Affinity Mask (64-bit ¢ 4294967293
v Process Model

Generate Process Model Event L

|dentity ApplicationPoolldentity

Idle Time-out (minutes) 20

Idle Time-out Action Terminate

[Cosa Userpromie i v

Maximum Werker Processes 1

Ping Enabled True

Ping Maximum Response Time | 30

Ping Period (seconds) 30 v
Load User Profile

[loadUserProfile] This setting specifies whether [15 loads the user profile for
an application pool identity, When this value is true, 115 loads the user
profile for the application poel identity. Set this value te false when you re...

oK Cancel
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